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                  IT Company Policy Statement 

                                 
Company IT 

GENERAL USE OF COMPUTER EQUIPMENT 

In order to control the use of the company’s computer equipment and reduce the risk of contamination  the 
following will apply:- 

 The introduction of new software must first of all be checked and authorised by the IT Manager before 

general use will be permitted. 

 Personal use of the company’s equipment/network must be authorised by your Line Manager. 

 Equipment must not be used to break copyright laws. 

 Connection to third party equipment is prohibited unless authorised. 

 Storage of personal files on company equipment is prohibited. 

 Employees are strictly prohibited from removing data unless specifically necessary for that particular 

employee to complete their job function. 

 No software may be brought onto or taken from the company's premises without prior authorisation. 

 Unauthorised copying and/or removal of computer equipment/software/files will result in disciplinary 

action, such actions could lead to dismissal. 

 Use of Pen Drives or external disk drives is controlled by the IT department.  Where such a disk is to 

be used, it must be presented to the IT department for Malware scanning. 

 Where the company supplies IT equipment for internet connections for home office use, employees 

must only use this equipment for business purposes.  Non-employees are prohibited from using this 

equipment. 

 The company deploys software that records users logging on and off the network and from specific 

destinations.  We reserve the right to use any information obtained from this software for use as  

evidence in any disciplinary issue. 

 Tracking systems may be installed on Company vehicles and / or IT equipment with GPS capability.  

We reserve the right to use any evidence obtained from these systems in any disciplinary issue. 

E-MAIL & INTERNET POLICY 

Email 

All users with a mailbox are solely responsible for the content of their mailbox both in terms of the mail received 
and mails sent both internally and externally. We have software that offers virus protection and screens all 
incoming and outgoing mail for viruses and content. To this end all users are expected to exercise care when 
sending emails and opening emails that they receive.  

Emails that are outside the scope of normal work activity should not be opened. If there is any doubt as to the 
content or nature of the email this should again be reported to the IT Manager, who will take the appropriate 
action.   All mail carries with it an audit trail that identifies the sender, recipient together with the 
corresponding dates and times even if items are deleted. Individual mailboxes will be randomly re-routed 
through the IT Manager’s computer to check for potentially unsuitable content. Whilst it is difficult to control 
the flow of mail to mailboxes all users are now required to email people from whom they have previously 
received junk email from and tell them to stop sending such mail to their address.  
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Care should also be taken when forwarding/sending emails – particularly ones with attachments – as each 
email sent takes up space on the servers and therefore this activity should be kept to a minimum. This can be 
done by deleting all mailbox items that are no longer relevant and have been dealt with. A user’s mailbox 
should be regarded as an “In Tray” and not as a place to store information. Deleted  items remain on the 
systems until this folder has been cleared. Users who feel it important to retain mailbox information should 
archive their Email folders for later recovery. Help with this procedure will  be provided where required.   

Internet 

Internet Access is provided for Business Use Only and employees should only access sites that are in direct 
relation to the normal course of their work. A Proxy Server has been introduced that allows us to track to the 
internet activity of each user and a log of each users internet activity will be generated each week and users 
may be asked to justify the business use for their access to any given website.  

Sites that have been restricted through the proxy server have been restricted not to curtail social or recreational 
browsing – but rather to protect the network from any exposure to virus risks.  Bandwidth requirements need 
to be maximized for the normal business use and to this end access to Radio/Video sites will be restricted.  

All User/Logon passwords should be kept confidential.  Internet Usage is monitored on a per user basis and 
users will be responsible, and held accountable, for all websites accessed under their authentication 
 details.  

This policy is introduced to protect the integrity of the Company and safeguard it from misuse or illegal 
 activity. The Company will be legally liable for misuse in its absence.  Anybody found to be breach this 
policy will be subject to the company’s disciplinary procedure. 

Any queries with regard to this policy should be directed to the IT Manager. 
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